School of Computer Science & Engineering

GL%%? - Trustworthy Systems Group

Two new frontiers for selL4’s
refinement proofs: Time protection
and OS service verification

Dr Robert Sison

Senior Research Associate, UNSW Sydney
r.sison@unsw.edu.au



Oseld What is sel4?

Confidentiality Availability

Security
Enforcement Arm 32
RISC-V 64

Arm 32/64

Cunctional RISC-V 64
unctiona
X386 64
Correctness
C implementation
Translation
Correctness Armv/
RISC-V
2 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 U!}!%\YN



@sel4 What is sel4?

Confidentiality Availability

Security
Enforcement Arm 32
RISC-V 64

World's fastest

: Ab M |
microkernell! stractiviode Arm 32/64
Functional HsLv o4
uncti
X86 64
selL4: World's first Correctness
cortectness p
correctness proof! Implementation
. . Translation
selL4: Still only \{erlfled Correctness Armv7
OS kernel with fine- RISC-V
grained access control
2 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 Uslv\rlé\yN



Oseld What is sel4?

Confidentiality Availability

Security
Enforcement Arm 32
RISC-V 64

World's fastest

: Abstract Model
microkernel! Arm 32/64
Cunctional RISC-V 64
unctiona
- Lunety X86 64
selL4: World's first orrectness
OS kernel with e o -
correctness proof! mpiementation
Translation
Aw: - Present limitations
selL4: Still Only verified Correctness Armv/ . initialisation code not verified
OS kernel with fine- RISC-V . MMU, caches modelled abstractly
grained access control . Multicore not yet verified
2 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 U!}!%\YN



OSP-|4 Two new frontiers for seL4 refinement ()=

seL4 Kernel
Functional
Correctness Abstract Model Confidentiality
+
Security
Enforcement C implementation
Binary code
3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USND§EW



039.14 Two new frontiers for seL4 refinement ()=

selL4 Kernel
Functional
Correctness Abstract Model Confidentiality
+ refinement
Security

Enforcement C implementation
refinement

3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY




O—“‘-|4 Two new frontiers for seL4 refinement ()=

selL4 Kernel
Functional

Correctness Abstract Model Confidentiality

T refinement

Security

Enforcement C implementation Confidentiality

refinement

3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 U!}!%\YN



Qﬁf-|4 Two new frontiers for seL4 refinement ()=

Frontier #1: | Lions OS

Functional
Correctness

of OS services

selL4 Kernel

Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality

refinement

3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0




O-“-P-|4 Two new frontiers for selL4 refinement O-m'

Frontier #1: | Lions OS

Functional
Correctness ;
: Interface
of OS services selL4 Microkit Library
selL4 Kernel
Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality

refinement

3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0




O-“-P-|4 Two new frontiers for selL4 refinement O-m'

Frontier #1: | Lions OS

llllllllllllllllllllllllllllllllllllllllllll

Functional : _ _
Correctness e eemssmssmnnnnnnnt G . .
. interface
of OS services seL4 Microkit Library " ( APSys23: Verify seL4 Microkit library (SMT) /
selL4 Kernel
Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality

refinement

3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0




O-“-P-|4 Two new frontiers for selL4 refinement O-m'

Frontier #1: | Lions OS

llllllllllllllllllllllllllllllllllllllllllll

Functional : _ _
Correctness f e eemssmssmnnnnnnnt G . .
: Interface
of OS services selL4 Microkit Library " ( APSys23: Verify seL4 Microkit library (SMT) /
syscall
interface
selL4 Kernel
Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality

refinement

3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0




Q-“-P-|4 Two new frontiers for selL4 refinement Om'

Frontier #1: | Lions OS

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Functional :
Correctness ' Y eamssssmsssEEEnEnnns o .
fOS : interface : e
O SEIVICES selL4 Microkit Librar APSys'23: Verify seL4 Microkit library (SMT)
y
syscall
interface
: Verify Microkit-facing kernel abstraction
SeL4 Kernel "a % abbbbELELEELLELEELEELEEEEELERLY & (|Sabe||e/HO|_) Q / ‘
abstraction
Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality
refinement
3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 f USI}QW




O-“-P-|-4 Two new frontiers for seL4 refinement (==

Frontier #1: | Lions OS

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Functional : :
Correctness ' Y eamssssmsssEEEnEnnns T v eusmsssssssssssmsans .
fOS : interface : e
O services sel4 Microkit Library " ( APSys23: Verify seL4 Microkit library (SMT) q/
syscall
interface
: Verify Microkit-facing kernel abstraction
SeL4 Kernel assssssEsEsgEssEEEsEssssEssmememmennnnnnnn? A (|Sabe||e/HO|_) Q / ‘
refinement
Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality
refinement
3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CCBY 4.0 & UJ}!%W




QSP-|-4 Two new frontiers for seL4 refinement (==

Frontier #1: | Lions OS
CFOUr?gé[[?]r;aSL : | | (=8 Verify Lions OS services (SMT) Q

interface

of OS services sel.4 Microkit Library « APSys'23: Verify seL4 Microkit library (SMT) J
syscall
interface
: i Verify Microkit-facing kernel abstraction Q
: A
SeL4 Kernel esEsssEEEssaEEsssssEsssssesssssesssmsemnnn? (|sabe||e/HOL) / ‘
refinement
Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality
refinement
3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CCBY 4.0 & USN§EW




081‘-14 Two new frontiers for seL4 refinement (=77

Lions OS

.........................................

Frontier #1:

Functional

. | | =X Verify Lions OS services (SMT) Q
Correctness | lbrary  teeceeeecieieeeen eeeiiiiiiiiieias
interface

W Verify global properties about Lions OS ‘
(Isabelle/HOL + SMT)

of OS services sel.4 Microkit Library « APSys'23: Verify seL4 Microkit library (SMT) J
syscall
interface
: i Verify Microkit-facing kernel abstraction Q
: 1A
SeL4 Kernel " (Isabelle/HOL) / ‘
refinement
Abstract Model Confidentiality
refinement
Security
Enforcement C implementation Confidentiality
refinement
3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 : USI}QW




Qﬁf-|4 Two new frontiers for seL4 refinement ()=

selL4 Kernel | tfacing kern L) =]

refinement .

FrO ntier #2 . : - _ FM'23: Define time protection for OS kernels J
S + Abstract Model Confidentiality E
ecurity M —
Enforcement refinement ;. Incl. time protection :

of time protection
C implementation Confidentiality

refinement

3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 {: UNSW

o)
»*
oty
2~  SYDNEY



OSP-|4 Two new frontiers for seL4 refinement ()=

SeL4 Kernel R : (Isabelle/HOL) Q /g

refinement
FrO ntier #2 f JP— — : « FM'23: Define time protection for OS kernels J
. Abstract Model | Confidentiality g »= +
Secu I‘Ity 278 : Q4R Verify time protection for abstract model
= incl. time protection (Isabelle/HOL)

Enforcement refinement O K

of time protection
C implementation Confidentiality

refinement

3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

SYDNEY



OSP-|4 Two new frontiers for seL4 refinement ()=

selL4 Kernel | i facing ke ) =]
Fr() ntier #2 : : _ FM'23: Define time protection for OS kernels J
. E +
Secu I‘i’[y : . E e\ Verify time protection for abstract model Q
Enforcement : : : (Isabelle/HOL)

of time protection 2B| Update refinement for time protection

Cimplementation roof . Confidentiality

refinement

3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

SYDNEY



sel 4 Kernel

(Isabelle/HOL) Q / g

Frontier #2: : : _ FM'23: Define time protection for OS kernels l
. E +

Security
Enforcement

of time protection

Confidentiality

incl. time protection (Isabelle/HOL)

refinement

3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




sel 4 Kernel

(Isabelle/HOL) Q / g

Frontier #2: : : _ FM'23: Define time protection for OS kernels l
. E +

Security
Enforcement

of time protection

Confidentiality

incl. time protection (Isabelle/HOL)

refinement

Binary code 2A-2C: Separation kernel policy

3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




selL.4 Kernel | t facing kern L) =]

Fr() ntier #2 : _ FM'23: Define time protection for OS kernels l
i : +
Secu rity r i : Z2W Verify time protection for abstract model
of time protection : : 2B| Update refinement for time protection
Confidentiality [ o + | | Q |
14 . LD A% Verify time protection for C implementation
refinement : incl. time protection : (Isabelle/HOL)
. Implementtlmeprotected
Binary code 28 cross-domain communications * ‘
- (Systems PhD) :
3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UM%W



O—“‘-|4 Two new frontiers for seL4 refinement ()=

: , : Verify global properties about Lions OS ‘
Frontier #1: | Lions OS5 : abaOr T
Functional | i i (=K \erify Lions OS services (SMT) Q
Correctness Y e i
: Interface
of OS services selL.4 Microkit Library “ APSys'23: Verify seL4 Microkit library (SMT) J
syscall
interface
sel 4 Kernel : - Even More Abstract Model
refinement
Frontier #2:
Security

Enforcement

of time protection X : : 2B| Update refinement for time protection
2 C implementation Confidentiality E o + | | Q / ‘
14 . LD A% Verify time protection for C implementation
refinement : incl. time protection : (Isabelle/HOL)
! : Implement time-protected
2A-2C: Separation kernel policy: 28 cross-domain communications - ‘
: (Systems PhD) :
3 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 U!}!%\YN



Qﬁf-|4 Two new frontiers for seL4 refinement ()=

Lions OS

Frontier #1:

W \Verify global properties about Lions OS ‘
(Isabelle/HOL + SMT)

.........................................

Functional . : ¥ o SQEEM  Verify Lions OS services (SMT) ‘
Correctness library o O O IO Il
c . interface il e e ™
ot OS services ' seL4 Microkit Library " { APSys'23: Verify seL4 Microkit library (SMT) o
syscall
interface
N/ Verify Microkit-facing kernel abstraction Q /
(Isabelle/HOL)
- ) : FM'23: Define time protection for OS kernels Q/
: +
Security d Verify time protection for abstract model m
3 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 5 U!}!&W




Proving an OS kernel implements its syscall interface Om'

library interface

sel4 Microkit Library « APSys'23: Verify seL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0

& UNSW

SYDNEY




Proving an OS kernel implements its syscall interface Om'

library interface

sel4 Microkit Library « APSys'23: Verify seL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0



Proving an OS kernel implements its syscall interface O'm

library interface

selL4 Microkit Library APSys'23: Verify seL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

* |nitially: Verify syscalls called by Microkit server loop
» Straightforward (?) part: Prove refinement

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 :E: Uﬁ%\v/\/



Proving an OS kernel implements its syscall interface O'm'

library interface

selL4 Microkit Library APSys'23: Verify seL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

* |nitially: Verify syscalls called by Microkit server loop
» Straightforward (?) part: Prove refinement
* Tricky part. Reconcile caller-perspective vs kernel-perspective functionality

Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USND§E\YN



Proving an OS kernel implements its syscall interface O'm'

library interface

selL4 Microkit Library APSys'23: Verify seL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

* |nitially: Verify syscalls called by Microkit server loop
» Straightforward (?) part: Prove refinement

* Tricky part. Reconcile caller-perspective vs kernel-perspective functionality
* e.g. seL4 Read blocks waiting for seL4 Signal

oo

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



Proving an OS kernel implements its syscall interface O'm'

library interface

selL4 Microkit Library APSys'23: Verify seL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

* |nitially: Verify syscalls called by Microkit server loop
» Straightforward (?) part: Prove refinement

* Tricky part. Reconcile caller-perspective vs kernel-perspective functionality
* e.g. seL4 Read blocks waiting for seL4 Signal
« Kernel: | return to different user than caller

Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 Uslv\rlé\YN



Proving an OS kernel implements its syscall interface O'm

library interface

selL4 Microkit Library APSys’23: Verify selL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

* |nitially: Verify syscalls called by Microkit server loop
» Straightforward (?) part: Prove refinement

* Tricky part. Reconcile caller-perspective vs kernel-perspective functionality
* e.g. seL4 Read blocks waiting for seL4 Signal
« Kernel: | return to different user than caller
« Caller: | wake up when signal arrives

Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UH%\YN



Proving an OS kernel implements its syscall interface O'm'

sel4 Microkit Library " { APSys'23: Verify seL4 Microkit library (SMT) J

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

library interface

* |nitially: Verify syscalls called by Microkit server loop
» Straightforward (?) part: Prove refinement

* Tricky part. Reconcile caller-perspective vs kernel-perspective functionality
* e.g. seL4 Read blocks waiting for seL4 Signal
« Kernel: | return to different user than caller
« Caller: | wake up when signal arrives

* | don’t think any OS verification has handled this case before

Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



Proving an OS kernel implements its syscall interface

R APSys’23: Verify seL4 Microkit library (SMT) Q/

syscall interface

Verify Microkit-facing kernel abstraction Q
(Isabelle/HOL) / ‘

* |nitially: Verify syscalls called by Microkit server loop
» Straightforward (?) part: Prove refinement

* Tricky part. Reconcile caller-perspective vs kernel-perspective functionality
* e.g. seL4 Read blocks waiting for seL4 Signal
« Kernel: | return to different user than caller
« Caller: | wake up when signal arrives

| don’t think any OS verification has handled this case before
o cf. CertiKOS ESOP’20 - blocks on 10, not another user

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 U!Y\QW



Qﬁf-|4 Two new frontiers for seL4 refinement ()=

Lions OS

.........................................

ey Verify global properties about Lions OS ‘
(Isabelle/HOL + SMT)

Frontier #1:

Functional
Correctness

of OS services

. : . o <EEN  Verify Lions OS services (SMT) ‘
library R O R B S D R P PRI P,

interface

seL4 Microkit Library < { APsys'23: Verify seL4 Microkit library (SMT) ¢

syscall
interface

N Verify Microkit-facing kernel abstraction Q /
(Isabelle/HOL)

7 ,.J. Ar -
"h - . e -" o—

FM'23: Define time protection for OS kernels Q/

Frontier #2: :
d Verify time protection for abstract model m

Security
5 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 5 U!}!&W




Qﬁf-|4 Two new frontiers for seL4 refmement O-m'

Lions OS

.........................................

ey Verify global properties about Lions OS
(Isabelle/HOL + SMT)

ntler #1

Functional

| ' ¥ ' =X Verify Lions OS services (SMT) Q
Correctness | library teeceeceeiieiiiieene. e rrerresrserasraneas
interface

of OS services

OE@; syscall
TN interface
: Even More Abstract Model 1 I\ Verify Microkit-facing kernel abstractlon ‘
N S SeL4 Kern eI B -' ehEREE LS EELEEEEEEEEEEEEE RERRRERREEEEEE v (ISabe”e/HOL ‘

L

reflnement

FI"O n'tier #2 .E FM'23: Define time protection for OS kernels Q/
: +
Security d Verify time protection for abstract model m
5 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 5 U!}!&W




Proving OS services provide functional + security properties O-m'
Verify global propertsi bout Lions OS
T abaemoL s avmy <R

Verify Lions OS services (SMT) Q

Lions OS

library
interface

syscall
interface
Verify Microkit-facing kernel abstraction Q ‘
SeL4 Kernel (Isabelle/HOL) /
Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 U!}!%\YN



Proving OS services provide functional + security properties O-m'
Verify global properti bout Lions OS
R S |

Verify Lions OS services (SMT) Q

Lions OS

library
interface

syscall
interface

Verify Microkit-facing kernel abstraction
SeL4 Kernel (Isabelle/HOL) Q /‘

* |nitially: Verify functional, safety properties (local + global)

oo

Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USND§E\YN



Proving OS services provide functional + security properties

« (Isabelle/HOL + SMT) t
« Verify Lions OS services (SMT) Q

syscall
interface

...........................................

selL4 Kernel : Even More Abstract Model

AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnEnsennnnn?

Verify Microkit-facing kernel abstraction Q ‘
(Isabelle/HOL) /

* |nitially: Verify functional, safety properties (local + global)
» Further challenge: Define + verify compositional security properties (local => global)

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



Proving OS services provide functional + security properties

« (Isabelle/HOL + SMT) t
« Verify Lions OS services (SMT) Q

syscall
interface

...........................................

selL4 Kernel : Even More Abstract Model

AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnEnsennnnn?

Verify Microkit-facing kernel abstraction Q ‘
(Isabelle/HOL) /

* |nitially: Verify functional, safety properties (local + global)
» Further challenge: Define + verify compositional security properties (local => global)

» Guiding questions for all phases:
* What properties are useful to Lions OS’ users?

Two new frontiers for selL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



Proving OS services provide functional + security properties

« (Isabelle/HOL + SMT) t
« Verify Lions OS services (SMT) Q

syscall
interface

...........................................

selL4 Kernel : Even More Abstract Model

AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnEnsennnnn?

Verify Microkit-facing kernel abstraction Q ‘
(Isabelle/HOL) /

* |nitially: Verify functional, safety properties (local + global)
» Further challenge: Define + verify compositional security properties (local => global)

» Guiding questions for all phases:
* What properties are useful to Lions OS’ users?
* What stays amenable to SMT solving?

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USN,SEW



Proving OS services provide functional + security properties

« (Isabelle/HOL + SMT) t
« Verify Lions OS services (SMT) Q

syscall
interface

...........................................

selL4 Kernel : Even More Abstract Model

AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnEnsennnnn?

Verify Microkit-facing kernel abstraction Q ‘
(Isabelle/HOL) /

* |nitially: Verify functional, safety properties (local + global)
» Further challenge: Define + verify compositional security properties (local => global)

» Guiding questions for all phases:
* What properties are useful to Lions OS’ users?
* What stays amenable to SMT solving?

* May demand further proofs of syscall properties (i.e. additions to 1A)

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USN)SEW



Qﬁf-|4 Two new frontiers for seL4 refmement O-m'

Lions OS

.........................................

ey Verify global properties about Lions OS
(Isabelle/HOL + SMT)

ntler #1

Functional

| ' ¥ ' =X Verify Lions OS services (SMT) Q
Correctness | library teeceeceeieeiiineenn. e rrerresrserasraneas
interface

of OS services

OE@; syscall
TN interface
: Even More Abstract Model 1 I\ Verify Microkit-facing kernel abstractlon ‘
N S SeL4 Kern eI B -' ehEREERLS EELEEEEEEEEEEEEE RERRRERREEEEEE v (ISabe”e/HOL ‘

L

reflnement

FI"O n'tier #2 .E FM'23: Define time protection for OS kernels Q/
: +
Security d Verify time protection for abstract model m
7 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 5 U!}!&W




Two new frontiers for seL4 refinement ()=t

e’ o’ | I N i § R Nwi

\"Aw| Ily IVIIUI UNILTIAUILI IU NCI1ICTI AdbolladUlLivli | Q ‘
(Isabelle/HOL) /

4l EEEEEEER ‘I’ IIIIIIIIIIIIIIIIIIIIIIIIIIIIII v
FrO ntier #2 A ‘ \ e — : FM'23: Define time protection for OS kernels «
. - prof . Confidentiality = +
Secu rity , y : 2 Verify time protection for abstract model Q
Enforcement refinement (Isabelle/HOL)

of time protection .......................... .E 2B] Update refinement for time protection
SRR Confidentiality o N | | Q / ‘
» 14 . D Q4% \Verify time protection for C implementation
refinement ;. Incl. time protection (Isabelle/HOL )
) Implement time:é.rz).t.e.c.:t.éam
Blnary code 2A-2C: Separation kernel policy cross-domain communications - ‘

: (Systems PhD) :

7 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UH%\YN



What is time protection?

Two new frontiers for selL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



What is time protection?

e (OSes typically implement memory protection.

Two new frontiers for selL4’s refinement proofs: Time protection, OS service verification, May'24

© Robert Sison 2024, CC BY 4.0




What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes /&?/®

microarchitectural state — this affects timing.

Cache

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



What is time protection?

e (OSes typically implement memory protection. S
e But: Mere memory access changes ®
microarchitectural state — this affects timing. l

Cache

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes
microarchitectural state — this affects timing.

Memory
Slow...
Cache
Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UM&W



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes ®

microarchitectural state — this affects timing.

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes
microarchitectural state — this affects timing.

Memory
Fast!
Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UM&W



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes ®

microarchitectural state — this affects timing.
v [ T T

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



What is time protection?

e (OSes typically implement memory protection.

e But: Mere memory access changes
microarchitectural state — this affects timing.

Memory

Cache

Two new frontiers for selL4’s refinement proofs: Time protection, OS service verification, May'24

Slow...

S knows
T accessed
that part
of memory!

© Robert Sison 2024, CC BY 4.0




What is time protection?

e (OSes typically implement memory protection. S
e But: Mere memory access changes ®
microarchitectural state — this affects timing. l

 Jo prevent these timing channels,
OSes can implement time protection: Memory

See EuroSys: [Ge et al. 2019]

e Partition off-core memory caches

L2 cache
(Partitionable)

L1 + other

on-core state
(Flushable)

=

Two new frontiers for selL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

YYYYYY



What is time protection?

e (OSes typically implement memory protection.

e But: Mere memory access changes
microarchitectural state — this affects timing.

 Jo prevent these timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

e Partition off-core memory caches

e [lush on-core and non-architected state

and pad time on context switch
L2 cache

(Partitionable)

L1 + other

on-core state
(Flushable)

Two new frontiers for selL4’s refinement proofs: Time protection, OS service verification, May'24

S

®
l

© Robert Sison 2024, CC BY 4.0




What is time protection?

e (OSes typically implement memory protection. S
e But: Mere memory access changes ®
microarchitectural state — this affects timing. l

 Jo prevent these timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [artition off-core memory caches

e [lush on-core and non-architected state

and pad time on context switch
L2 cache

(Partitionable)

L1 + other
on-core state I]]
(Flushable)

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USN)SEW



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes
microarchitectural state — this affects timing.

 Jo prevent these timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [artition off-core memory caches

e [lush on-core and non-architected state

and pad time on context switch
L2 cache

(Partitionable) I:I:.

L1 + other 0S switch
on-core state from T 10 S
(Flushable)

“Flush”: Write fixed content; wait up to fixed time.

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USN,SEW



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes
microarchitectural state — this affects timing.

 Jo prevent these timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [artition off-core memory caches

e [lush on-core and non-architected state

and pad time on context switch
L2 cache

(Partitionable) I:I:.
L1 + other

on-core state - S is running
(Flushable)

“Flush”: Write fixed content; wait up to fixed time.

=

Two new frontiers for selL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW

SYDNEY



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes
microarchitectural state — this affects timing.

 Jo prevent these timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [artition off-core memory caches

e [lush on-core and non-architected state

and pad time on context switch
L2 cache

(Partitionable) I:I:.

L1 + other 0S switch
on-core state fomSto T
(Flushable)

“Flush”: Write fixed content; wait up to fixed time.

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USN,SEW



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes
microarchitectural state — this affects timing.

 Jo prevent these timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [artition off-core memory caches

e [lush on-core and non-architected state

and pad time on context switch
L2 cache

e sel4 OS kernel’s enforcement of time protection: (Partitionable) I:I:.
 |mplemented, evaluated empirically on ARM, x86

See EuroSys: [Ge et al. 2019] L1 + other OS switch
on-core state - from Sto T
(Flushable)

“Flush”: Write fixed content; wait up to fixed time.

=

Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 USN,SEW



What is time protection?

e (OSes typically implement memory protection. S

e But: Mere memory access changes
microarchitectural state — this affects timing.

 Jo prevent these timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [artition off-core memory caches

e [lush on-core and non-architected state

and pad time on context switch
L2 cache

 sel4 OS kernel’s enforcement of time protection: (Partitionable) I:I:.

 |mplemented, evaluated empirically on ARM, x86

. L1 + other .
See EuroSys: [Ge et al. 2019] 0S switch
_ on-core state
e Ported to RISC-V with hardware support (Flushable) fromStoT
See arXiv preprint: [Buckley, Sison et al. 2023]
HW support: [Wistoff et al. 2023] “Flush”: Write fixed content; wait up to fixed time.
Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW



Two new frontiers for seL4 refinement ()=t

e’ o’ | I N i § R Nwi

\"Aw| Ily IVIIUI UNILTIAUILI IU NCI1ICTI AdbolladUlLivli | Q ‘
(Isabelle/HOL) /

# Frontier #2:
Security
Enforcement

FM'23: Define time protection for OS kernels J
+

=

Z2 Verify time protection for abstract model
(Isabelle/HOL)

poot . Confidentiality

of time protection | F  sewrsnna ¥, 5 '5 2B| Update refinement for time protection
Confidentiality o T . . Q |
it 14 . D Q4% \Verify time protection for C implementation
refinement :__Incl. time protection : (Isabelle/HOL)

Implement time-protected -
cross-domain communications : ‘
(Systems PhD) :

B
'EEEEREEEEEREREEREEREREREREREREAEREEREREREREEEREREREEEREEREREEREREEREREE R N »

Binary code 2A-2C: Separation kernel policy

9 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UM%W



Two new frontiers for seL4 refinement ()=t

e’ o’ | I N i § R Nwi

\"Aw| Ily IVIIUI UNILTIAUILI IU NCI1ICTI AdbolladUlLivli | Q ‘
(Isabelle/HOL) /

e == MR-t e .
S@S e T o A s _
5 = o

: _ FM'23: Define time protection for OS kernels 4/ ™,
rrof -~ Confidentiality Hp» = + -

: : Z2W \/erify time protection for abstract model
(Isabelle/HOL) Q

Security - . :
] Enforcement .
\of time protection

2B| Update refinement for time protection

= C implementation Proof Conf|dent|al|ty : o + | |
: Q4% \erify time protection for C implementation _...aze®

Implement time-protected -
cross-domain communications : ‘
(Systems PhD) :

/EEEEEESEEEEEEEREEEEEEAEEEEREREEEREEEEEEEEEEEREEEEEEE R R »

Iays

PS> ©

oo

9 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UM%W



Proving seL4 implements time protection (==

Sel—4 Kernel <:z FM'23: Define time protection for OS kernels l

Confidentiality
« Verify time protection for abstract model Q

incl. time protection (Isabelle/HOL)

ﬁ Update refinement for time protection
............ : 0/ =]
C implementation “ Confidentiality « Verify time protection for C implementation
(Isabelle/HOL)

incl. time protection .:

Abstract Model

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




Proving seL4 implements time protection (==

sel4 Kernel

+

" el time protection « Verify time protection for abstract model
S L Sl e (Isabelle/HOL)

ﬁ Update refinement for time protection
............ : 0/ =]
C implementation “ Confidentiality « Verify time protection for C implementation
(Isabelle/HOL)

incl. time protection .:

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




Proving seL4 implements time protection (==

sel4 Kernel

+

" el time protection « Verify time protection for abstract model
S L Sl e (Isabelle/HOL)

ﬁ Update refinement for time protection
............ : 0/ =]
C implementation “ Confidentiality « Verify time protection for C implementation
(Isabelle/HOL)

incl. time protection .:

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




Proving seL4 implements time protection (=7

sel4 Kernel

lllllllllllllllllllllllllllllllllllllllll E +
TA -
: el tecti « Verify time protection for abstract model
S A SN S: (Isabelle/HOL)

ﬁ Update refinement for time protection
............ : 0/ =]
C implementation “ Confidentiality « Verify time protection for C implementation
(Isabelle/HOL)

incl. time protection .:

 Abstract model (ASpec) checks fouched addresses (TA) set

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




O—=

Proving seL4 implements time protection

sel4 Kernel

lllllllllllllllllllllllllllllllllllllllll E +
TA -
: el tecti « Verify time protection for abstract model
S A SN S: (Isabelle/HOL)

ﬁ Update refinement for time protection
............ : 0/ =]
C implementation “ Confidentiality « Verify time protection for C implementation
(Isabelle/HOL)

incl. time protection ’:

 Abstract model (ASpec) checks fouched addresses (TA) set
« (2A) Key ASpec property: TA € domain’s addresses (according to security policy)

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




O—=

Securlty policy Noninterference « FM'23: Define time protection for OS kernels l
—4 .
Access 4 InfoFlow : t

: . : « Verify time protection for abstract model
incl. time protection =

S T b ; (Isabelle/HOL)

ﬁ Update refinement for time protection
............. : 0/ =]
C implementation “ Confidentiality « Verify time protection for C implementation
: (Isabelle/HOL)

incl. time protection

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Proving seL4 implements time protection

sel4 Kernel

TA

refinement

 Abstract model (ASpec) checks fouched addresses (TA) set

« (2A) Key ASpec property: TA € domain’s addresses (according to security policy)
« Also: Alnvs, Access, InfoFlow need repairs \ %

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




O—=

Securlty policy Noninterference « FM'23: Define time protection for OS kernels l
—4 .
Access 4 InfoFlow : t

: . : « Verify time protection for abstract model
incl. time protection =

S T b ; (Isabelle/HOL)

ﬁ Update refinement for time protection
............. : 0/ =]
C implementation “ Confidentiality « Verify time protection for C implementation
: (Isabelle/HOL)

incl. time protection

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Proving seL4 implements time protection

 Abstract model (ASpec) checks fouched addresses (TA) set

« (2A) Key ASpec property: TA € domain’s addresses (according to security policy)
« Also: Alnvs, Access, InfoFlow need repairs \ %

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




" I E E E E E EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR .

Proving seL4 implements time protection (==
Securlty policy Noninterference ‘ FM'23: Define time protection for OS kernels l

sel4 Kernel \

--------------------------------------- .‘ —
TA ASpec Alnvs 4 Access 4 InfoFlow 4
- " el tect « Verify time protection for abstract model
refinement | i + 2 ﬂ e eeeerennneeeernnnin e O (Isabelle/HOL)

/N ExecSpec

Update refinement for time protection

: ' f _Ref :
_ Noninterference_Refinement : . Q /‘,

“ InfoFlowC « Verify time protection for C implementation
: (Isabelle/HOL)

incl. time protection

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

refinement

TA”

 Abstract model (ASpec) checks fouched addresses (TA) set

« (2A) Key ASpec property: TA € domain’s addresses (according to security policy)
« Also: Alnvs, Access, InfoFlow need repairs \ %

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




Proving seL4 implements time protection (==

SeL4 Kernel : ................................................
: Security policy Noninterterence « FM'23: Define time protection for OS kernels «

--------------------------------------- .‘ —
TA ASpec Alnvs 4 Access 4 InfoFlow 4 *
- " r tect « Verify time protection for abstract model
refinement | & + ? ﬂ Incl. time protection (Isabelle/HOL)

/N ExecSpec

Update refinement for time protection

! IAWE |

Verify time protection for C implementation
(Isabelle/HOL)

refinement . E Noninterference Refinement :

TA”

 Abstract model (ASpec) checks fouched addresses (TA) set

« (2A) Key ASpec property: TA € domain’s addresses (according to security policy)
« Also: Alnvs, Access, InfoFlow need repairs \ %
« (2B + 2C) Refinement: TA” ¢ TA € TA? (via Execdpec)

10 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 Uslv\rlé\yN



Proving seL4 implements time protection  (J=y=

selL4 Kernel
Securlty policy Noninterference « FM'23: Define time protection for OS kernels l
--------------------------------------- .‘ —
TA ASpec Alnvs 4 Access 4 InfoFlow 4 *
« Verify time protection for abstract model

refinement |  +? ﬂ  oeeeeoesesssenns. Incl. time protection (Isabelle/HOL) Q

/N ExecSpec
: : : Update refi t for ti tecti
] Noninterference_Refinement B Q | =
: +

“ InfoFlowC « Verify time protection for C implementation
: (Isabelle/HOL)

incl. time protection

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

refinement

TA”

 Abstract model (ASpec) checks fouched addresses (TA) set

« (2A) Key ASpec property: TA € domain’s addresses (according to security policy)
« Also: Alnvs, Access, InfoFlow need repairs \ %
« (2B + 2C) Refinement: TA” ¢ TA € TA? (via Execdpec)

« Tricky part #1: Refinement to CSpec adds new addresses

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




e r e reeree s s s rnnns %

Proving seL4 implements time protection
Secunty policy Noninterference « FM'23: Define time protection for OS kernels l

sel4 Kernel \

--------------------------------------- .‘ —
TA ASpec Alnvs 4 Access 4 InfoFlow 4
- " el tect « Verify time protection for abstract model
refinement | i + 2 ﬂ e eeeerennneeeernnnin e O (Isabelle/HOL)

/N ExecSpec

Update refinement for time protection

| _Refi .
_ Noninterference_Refinement : . Q /‘,

“ InfoFlowC « Verify time protection for C implementation
: (Isabelle/HOL)

incl. time protection

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

refinement

TA”

 Abstract model (ASpec) checks fouched addresses (TA) set

« (2A) Key ASpec property: TA € domain’s addresses (according to security policy)
« Also: Alnvs, Access, InfoFlow need repairs \ %
« (2B + 2C) Refinement: TA” ¢ TA € TA? (via Execdpec)

« Tricky part #1: Refinement to CSpec adds new addresses

 Tricky part #2: Making TA checks scalable at CSpec level

10 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UNSW




Two new frontiers for seL4 refinement ()=t

e’ o’ | I N i § R Nwi

\"Aw| Ily IVIIUI UNILTIAUILI IU NCI1ICTI AdbolladUlLivli | Q ‘
(Isabelle/HOL) /

alei A o ~igdie A ey o o o . ) . )
A ey . x 2 - e - AF B ~ L )
>, = o —g

- ReGaia

: . FM'23: Define time protection for OS kernels 4/,
rrof -~ Confidentiality pg@»»= + “

: : Z2W \/erify time protection for abstract model
(Isabelle/HOL) Q

Security
Enforcement

e, Of time protection

: 2B| Update refinement for time protection
Confidentiality E o + | | Q
- QA% Verify time protection for C implementation. s

Implement time-protected -
cross-domain communications : ‘
(Systems PhD) :

/EEEEEESEEEEEEEREEEEEEAEEEEREREEEREEEEEEEEEEEREEEEEEE R R »

oo

11 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UH%\YN



Two new frontiers for seL4 refinement ()=t

\"Aw| Ily IVIIUI UNILTIAUILI IU NCI1ICTI AdbolladUlLivli | Q ‘
(Isabelle/HOL) /

e’ o’ | I N i § R Nwi

4N EEEEEEER ‘l’ llllllllllllllllllllllllllllll v
refinement
Frontier #2: - \p— — : FM'23: Define time protection for OS kernels J
: 2 Abstract Model poof . Confidentiality = +
Secu rity _ y : 2 Verify time protection for abstract model Q
Enforcement refinement (Isabelle/HOL)

of time protection 2B| Update refinement for time protection

4

Q4% \/erify time protection for C implementation
incl. tlme protectlon CB i ORI |

L) =

e implementation Confidentiality

e SRR o e iaa e B anS

refinement

! q Implement time-protected -
Binary code cross-domain communications - #
11 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May’24 © Robert Sison 2024 CC BY 4.0 UH%\YN



Two new frontiers for seL4 refinement ()=t

\"Aw| Ily IVIIUI UNILTIAUILI IU NCI1ICTI AdbolladUlLivli | Q ‘
(Isabelle/HOL) /

e’ o’ | I N i § R Nwi

4N EEEEEEER ‘l’ llllllllllllllllllllllllllllll v
refinement
Frontier #2: - \p— — : FM'23: Define time protection for OS kernels J
: 2 Abstract Model poof . Confidentiality = +
Secu rity _ y : 2 Verify time protection for abstract model Q
Enforcement refinement (Isabelle/HOL)

of time protection 2B| Update refinement for time protection

+
A \/erify time protection for C implementation

e implementation Confidentiality

refinement L e DO s molamimsmersmmatath SRR GHRUE Uk oo e muscrmma.
: q Implement time-protected
Binary code cross-domain communications : ‘RISC-V
T : (Systems PhD) E R
11 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May’24 © Robert Sison 2024 CC BY 4.0 UNSW



O—“‘-|4 Two new frontiers for seL4 refinement ()=

. . 0 Verify global properties about Lions OS ‘
Frontier #1: | Lions OS c tboIaHOL * SMT)
Functional : o i o . .
Correctness . g : = =X Verify Lions OS services (SMT)
: interface
of OS services selL4 Microkit Library “ APSys’23: Verify selL4 Microkit library (SMT) J
syscall
interface
SeL4 Kernel E Even More Abstract Model : 1A Verlfy MicrOkit-faCing kernel abstraction Q / ‘
" (Isabelle/HOL)
refinement
Fr() ntier #2 FM'23: Define tlme+protect|on for OS kernels J
Secu rity ' : ’ 7S : : 22\ \/erify time protection for abstract model
Enforcement : (Isabelle/HOL)
of time protection X : :  2B| Update refinement for time protection
2 C implementation Confidentiality E - +
14 . D Q4% \Verify time protection for C implementation
refinement : incl. time protection = (Isabelle/HOL)
. Implementtlmeprotected
2A-2C: Separation kernel policy 28K cross-domain communications : ‘RISC V
2 (Systems PhD)
11 Two new frontiers for seL4’s refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0 UM%W



Trustworthy Systems @ CSE, UNSW Sydney

© Robert Sison 2024, CC BY 4.0

, May'24

ion

Icat

ice verif

, OS serv

IoNn

ime protect

T

Two new frontiers for selL4’s refinement proofs

12




°St‘-|4 Thank you! Questions? O-m

. , : Verify global properties about Lions OS ‘
Frontler #1 . LIOnS OS C (Isabelle/HOL + SMT)
Functional ...... ¥ . : o |
Correctness . : : = =X Verify Lions OS services (SMT)
: interface
of OS services selL4 Microkit Library « APSys’23: Verify seL4 Microkit library (SMT) J
syscall
interface
! Even M re Abstract Model : Verify Microkit-facing kernel abstraction
SeL4 Kernel " 5 ore Abstra — (Isabelle/HOL) Q / ‘
refinement
Fr() ntier #2 FM'23: Define tlme+protect|on for OS kernels J
Secu rity ' : ’ 7S : : 22\ \/erify time protection for abstract model
of time protection X : :  2B| Update refinement for time protection

2 C implementation _, Confidentiality o +
refinement : incl. time protection (Isabelle/HOL)

! Implement time-protected -
Binary code 2A-2C: Separation kernel policy 20 cross-domain communications -

(Systems PhD)

13 Two new frontiers for seL4's refinement proofs: Time protection, OS service verification, May'24 © Robert Sison 2024, CC BY 4.0




